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DETAILED ACTION 

1 . This is a non-final Office Action in response to the applicant's communication filed on 
August 31, 2007. 

2. The applicant made election of Group II (claims 1, 31, 38 and 68) without traverse. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

4. Claims 1-4, 31-41 and 68-74 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Yu (US Pat. No.: 7,167,560). 

As per claim 1 : 

YU discloses a method of securely transmitting a message to a receiving device, 
comprising the steps of: 

(a) encrypting a first part of said message with a first level of encryption to produce a 
first message portion (column 3: lines 33-37; partitioning the media into cloak 
data and non-cloak data; and encrypting the cloak data such that less than all of 
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said stream-formatted media is encrypted; column 5: lines 18-35; column 5: lines 
60-67; column 6: lines 7-18); 

(b) processing a second part of said message with a second level of encryption to produce 

a second message portion, with the second level of encryption selected from the 
group consisting of: 

(i) no encryption (column 3: lines 33-37; column 5: lines 18-35; column 5: lines 

60-67; column 6: lines 7-18); and 

(ii) a level of encryption less strong than said first level of encryption (column 7: 

lines 33-50; column 7: lines 63-67; column 8: lines 13-25; column 9: 
lines 1-14; column 9: lines 22-45; column 9: lines 54-67; column 10: lines 
1-10; column 11: lines 15-22; column 11: lines 30-47; figure 11: 1110, 
7773, 114; figure 12: 1206; 212, 1214,1215); 

(c) transmitting said first and second message portions over at least one transmission 

channel (figure 1: output); and 
(e) providing an output at the receiving device including at least one of: at least part of 
said data from said first part of said message and at least part of said data from 
said second part of said message (column 7: lines 33-50; column 7: lines 63-67; 
column 8: lines 13-25; column 9: lines 1-14; column 9: lines 22-45; column 9: 
lines 54-67; column 10: lines 1-10; column 11: lines 15-22; column 11: lines 30- 
47; figure 11: 1110, 1113, 114; figure 12: 1206; 212, 1214,1215). 



As per claim 31: 
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YU discloses a method of securely transmitting a message to a receiving device, 
comprising the steps of: 

(a) selecting a first encryption algorithm {figure 11: 1110, 1113, 114; figure 12: 1206; 

212, 1214,1215); 

(b) encrypting a first part of said message with said first encryption algorithm to produce 

a first data set (column 3: lines 33-37; partitioning the media into cloak data and 
non-cloak data; and encrypting the cloak data such that less than all of said 
stream-formatted media is encrypted; column 5: lines 18-35; column 5: lines 60- 
67; column 6: lines 7-18); 

(c) selecting a second encryption algorithm from the group consisting of: 

(i) no encryption (column 3: lines 33-37; column 5: lines 18-35; column 5: lines 

60-67; column 6: lines 7-18), and 

(ii) those algorithms requiring less processing overhead than required by said first 

encryption algorithm (column 7: lines 33-50; column 7: lines 63-67; 
column 8: lines 13-25; column 9: lines 1-14; column 9: lines 22-45; 
column 9: lines 54-67; column 10: lines 1-10; column 11: lines 15-22; 
column 11: lines 30-47; figure 11: 1110, 1113, 114; figure 12: 1206; 212, 
1214,1215); 

(d) producing from a second part of said message a second data set incorporating 

encryption to an extent determined by said step of selecting a second encryption 
algorithm (column 7: lines 33-50; column 7: lines 63-67; column 8: lines 13-25; 
column 9: lines 1-14; column 9: lines 22-45; column 9: lines 54-67; column 10: 
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lines 1-10; column 11: lines 15-22; column 11: lines 30-47; figure 11: 1110, 
1113, 114; figure 12: 1206; 212, 1214,1215); 

(e) generating signals that transmit to a receiving device, over at least one transmission 

channel, said first and second data sets and information sufficient for said 
receiving device to determine the type of encryption applied to at least one of said 
first and second data sets respectively (column 7: lines 33-50; column 7: lines 63- 
67; column 8: lines 13-25; column 9: lines 1-14; column 9: lines 22-45; column 
9: lines 54-67; column 10: lines 1-10; column 11: lines 15-22; column 11: lines 
30-47; figure 11: 1110, 1113, 114; figure 12: 1206; 212, 1214,1215); and 

(f) providing an output at the receiving device including at least one of: at least part of 

said data from said first part of said message and at least part of said data from 
said second part of said message (column 7: lines 33-50; column 7: lines 63-67; 
column 8: lines 13-25; column 9: lines 1-14; column 9: lines 22-45; column 9: 
lines 54-67; column 10: lines 1-10; column 11: lines 15-22; column 11: lines 30- 
47; figure 11: 1110, 1113, 114; figure 12: 1206; 212, 1214,1215). 

As per claims 2 and 32: 

YU discloses a method, including the step of: determining whether at least part of said 
first message portion should be decrypted upon receipt, and if so decrypting at least part of said 
first message portion to produce data from said first part of said message (column 7: lines 45-60; 
column 9: lines 1-10). 
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As per claims 3 and 33: 

YU discloses a method, including the step of: determining whether at least part of said 
second message portion should be decrypted upon receipt, and if so decrypting at least part of 
said second message portion to produce data from said second part of said message (column 7: 
lines 45-60; column 9: lines 1-10). 

As per claim 4: 

YU discloses a method, wherein said first part of said message is encrypted with an 
asymmetric algorithm and said first message portion is decrypted on receipt and provided to the 
receiving device (column 5: lines 18-35). 

As per claim 34: 

Yu discloses a method, wherein said information sufficient for said receiving device to 
determine the type of encryption applied to at least one of said first and second data sets 
respectively comprises header information identifying those portions of the transmitted signal to 
which the first and second encryption algorithms were applied (column 8: lines 45-60). 

As per claim 35: 

Yu discloses a method, wherein transmitting to the receiving device information defining 
at least one of the first and second encryption algorithms (column 7: lines 45-60; column 9: lines 
1-10). 
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As per claim 36: 

Yu discloses a method, wherein first and second data sets are divided into packets and a 
plurality of said packets are transmitted in frames incorporating said information sufficient for 
said receiving device to determine the type of encryption applied to at least one of said first and 
second data sets respectively (Figure 8B, 8C). 

As per claim 37: 

Yu discloses a method, wherein at least one said frame is transmitted with a flag bit to 
indicate a level of encryption of the data (Figure 8B). 

As per claim 38: 

YU discloses a system for securely transmitting a message to a receiving device, 
comprising: 

(a) first processing means for encrypting a first part of said message with a first level of 

encryption to produce a first message portion (column 3: lines 33-37; partitioning 
the media into cloak data and non-cloak data; and encrypting the cloak data such 
that less than all of said stream-formatted media is encrypted; column 5: lines 18- 
35; column 5: lines 60-67; column 6: lines 7-18; figure 11: 1110, 1113 } 114; 
figure 12: 1206; 212 y 1214,1215); 

(b) second processing means for encrypting a second part of said message to produce a 

second message portion, using a second level of encryption from the group 
consisting of: 
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(i) no encryption (column 3: lines 33-37; column 5: lines 18-35; column 5: lines 

60-67; column 6: lines 7-18), and 

(ii) a level of encryption less strong than said first level of encryption (column 7: 

lines 33-50; column 7: lines 63-67; column 8: lines 13-25; column 9: 
lines 1-14; column 9: lines 22-45; column 9: lines 54-67; column 10: lines 
1-10; column 11: lines 15-22; column 11: lines 30-47; figure 11: 1110, 
1113, 114; figure 12: 1206; 212, 1214,1.21 5); 
(c) transmitting means operably connected to said first processing means and said second 
processing means for transmitting said first and second message portions over at 
least one transmission channel (column 7: lines 33-50; column 7: lines 63-67; 
column 8: lines 13-25; column 9: lines 1-14; column 9: lines 22-45; column 9: 
lines 54-67; column 10: lines 1-10; column 11: lines 15-22; column 11: lines 30- 
47; figure 11: 1110, 1113, 114; figure 12: 1206; 212, 1214,1215); and 
(e) output means connected to receive information from said transmission channel for 
providing an output at the receiving device including at least one of: at least part 
of said data from said first part of said message and at least part of said data from 
said second part of said message (column 7: lines 33-50; column 7: lines 63-67; 
column 8: lines 13-25; column 9: lines 1-14; column 9: lines 22-45; column 9: 
lines 54-67; column 10: lines 1-10; column 11: lines 15-22; column 11: lines 30- 
47; figure 11: 1110, 1113, 114; figure 12: 1206; 212, 1214,1215). 



As per claim 39: 
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Yu discloses a system comprising means for determining whether at least part of said first 
message portion should be decrypted upon receipt, and if so decrypting at least part of said first 
message portion to produce data from said first part of said message (column 7: lines 45-60; 
column 9: lines 1-10).. 

As per claim 40: 

Yu discloses a system comprising means for determining whether at least part of said 
second message portion should be decrypted upon receipt, and if so decrypting at least part of 
said second message portion to produce data from said second part of said message (column 7: 
lines 45-60; column 9: lines 1-10). 

AS per claim 41: 

Yu discloses a system comprising said first processing means encrypts said first part of 
said message with an asymmetric algorithm and said output means further includes means for 
decrypting said first message portion on receipt for use by the receiving device (column 5: lines 
18-35). 

As per claim 68: 

YU discloses a system for securely transmitting a message to a receiving device using a 
first encryption algorithm and a second encryption algorithm selected from the group consisting 
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of: (i) no encryption, and (ii) those algorithms requiring less processing overhead than required 
by said first encryption algorithm, comprising: 

(a) first processing means for encrypting a first part of said message with said first 

encryption algorithm to produce a first data set (column 3: lines 33-37; 
partitioning the media into cloak data and non-cloak data; and encrypting the 
cloak data such that less than all of said stream-formatted media is encrypted; 
column 5: lines 18-35; column 5: lines 60-67; column 6: lines 7-18; figure 11: 
1110, 1113, 114; figure 12: 1206; 212, 1214,1215); 

(b) second processing means for producing from a second part of said message a second 

data set incorporating encryption to an extent determined by said second 
encryption algorithm ((column 3: lines 33-37; column 5: lines 18-35; column 5; 
lines 60-67; column 6: lines 7-18; column 7: lines 33-50; column 7: lines 63-67; 
column 8: lines 13-25; column 9: lines 1-14; column 9: lines 22-45; column 9: 
lines 54-67; column 10: lines 1-10; column 11: lines 15-22; column 11: lines 30- 
47; figure 11: 1110, 1113, 114; figure 12: 1206; 212, 1214,1215); 

(c) transmission means for generating signals for transmission to a receiving device over 

at least one transmission channel, said signals representing said first and second 
data sets and information sufficient for said receiving device to determine a type 
of encryption applied to at least one of said first and second data sets respectively 
(column 7: lines 33-50; column 7: lines 63-67; column 8: lines 13-25; column 9: 
lines 1-14; column 9: lines 22-45; column 9: lines 54-67; column 10: lines 1-10; 
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column 11: lines 15-22; column 11: lines 30-47; figure 11: 1110, 1113, 114; 
figure 12: 1206; 212, 1214,1215); and 
(d) output means for providing an output at the receiving device including at least one of: 
at least part of said data from said first part of said message and at least part of 
said data from said second part of said message (column 7: lines 33-50; column 7: 
lines 63-67; column 8: lines 13-25; column 9: lines 1-14; column 9: lines 22-45; 
column 9: lines 54-67; column 10: lines 1-10; column 11: lines 15-22; column 
11: lines 30-47; figure 11: 1110, 1113, 114; figure 12: 1206; 212, 1214,1215). 

As per claim 69: 

YU discloses a system wherein the output means further includes means for decrypting at 
least part of said first data set to produce data from said first part of said message (column 7: 
lines 45-60; column 9: lines 1-10). 

As per claim 70: 

YU discloses a system wherein the output means further includes means for decrypting at 
least part of said second data set to produce data from said second part of said message (column 
7: lines 45-60; column 9: lines 1-10). 



As per claim 71: 
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YU discloses a system wherein said transmission means further comprises means for 
generating and transmitting header information identifying those portions of the transmitted 
signal to which the first and second encryption algorithms were applied (column 5: lines 18-35). 

As per claim 72: 

YU discloses a system wherein said transmission means further comprises means for 
transmitting to the receiving device information identifying at least one of the first and second 
encryption algorithms. 

As per claim 73: 

YU discloses a system wherein said transmission means further comprises framing means 
for dividing said first and second data sets into packets and transmitting said packets in frames 
incorporating said information sufficient for said receiving device to determine the type of 
encryption applied to at least one of said first and second data sets respectively (column 7: lines 
33-50; column 7: lines 63-67; column 8: lines 13-25; column 9: lines 1-14; column 9: lines 22- 
45; column 9: lines 54-67; column 10: lines 1-10; column 11: lines 15-22; column 11: lines 30- 
47). 

As per claim 74: 

YU discloses a system wherein at least one said frame is transmitted with a flag bit to 
indicate a level of encryption of the data (figure 8). 
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Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

6. Claims 5- 24 and 42-53 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Yu (US Pat. No.: 7,167,560) in view of Nag (US Pat. No.: 7,266,683) 

As per claim 5: 

Yu does not explicitly disclose first part of said message is encrypted for transmission, 
said second part of said message is not encrypted for transmission, and neither of said first and 
second message portions are decrypted upon receipt. Nag, in analogous art, however, discloses 
first part of said message is encrypted for transmission, said second part of said message is not 
encrypted for transmission, and neither of said first and second message portions are decrypted 
upon receipt (column 6: lines 39-46). Therefore, it would have been obvious to a person having 
ordinary skill in the art at the time the invention was made to modify the system disclosed by Yu 
to include first part of said message is encrypted for transmission, said second part of said 
message is not encrypted for transmission, and neither of said first and second message portions 
are decrypted upon receipt. This modification would have been obvious because a person having 
ordinary skill in the art would have been motivated to do so to provide an apparatus and methods 
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for multiplexing and selectively encrypting application flows over a pre-allocated bandwidth 
reservation protocol session as suggested by Nag in (column 2: lines 35-45). 

As per claim 6: 

Yu discloses a method, wherein said first part of said message is encrypted for 
transmission, said second part of said message is encrypted for transmission with said second 
level of encryption less strong than said first level of encryption, and said second message 
portion is decrypted upon receipt (column 7: lines 33-50; column 7: lines 63-67; column 8: lines 
13-25; column 9: lines 1-14; column 9: lines 22-45; column 9: lines 54-67; column 10: lines 1- 
10; column 11: lines 15-22; column 11: lines 30-47; figure 11: 1110, 1113, 114; figure 12: 
1206; 212, 1214,1215), 

As per claim 7: 

Yu discloses a method, wherein said first message portion is decrypted upon receipt 
(column 7: lines 33-50; lines 63-67; column 8: lines 13-25; column 9: lines 1-14; lines 22-45; 
lines 54-67; column 10: lines 1-10; column 11: lines 15-22; lines 30-47). 

As per claim 8: 

Yu discloses a method, wherein said first part of said message is encrypted for 
transmission, said second part of said message is not encrypted for transmission, and part of said 
first message portion is decrypted upon receipt (column 6: lines 39-46). 
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As per claim 9: 

Yu discloses a method, wherein said first part of said message is encrypted for 
transmission with said first level of encryption, said second part of said message is encrypted for 
transmission with said second level of encryption less strong than said first level, and part of said 
first message portion is decrypted upon receipt and provided to the receiving device (column 7: 
lines 33-50; column 7: lines 63-67; column 8: lines 13-25; column 9: lines 1-14; column 9: lines 
22-45; column 9: lines 54-67; column 10: lines 1-10; column 11: lines 15-22; column 11: lines 
30-47; figure 11: 1110, 1113, 114; figure 12: 1206; 212, 1214,1215). 

As per claim 10: 

Yu discloses a method, wherein said second message portion is decrypted upon receipt 
and provided to the receiving device (column 7: lines 33-50; lines 63-67; column 8: lines 13-25; 
column 9: lines l-14;lines 22-45; lines 54-67; column 10: lines 1-10; column 11: lines 15-22; 
lines 30-47). 

As per claim 1 1 : 

Yu discloses a method, wherein said first message portion and said second message 
portion are divided into frames and in step (c) frames of said first message portion and frames of 
said second message portion are alternately transmitted over said at least one transmission 
channel (figure 5: frame #). 



As per claim 12: 
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Nag discloses a method, wherein said message comprises speech data and said 
transmission channel comprises a mobile telephone system channel (column 16: lines 35-45). 

As per claim 13: 

Yu discloses a method, a fraction of the speech data sufficient to prevent understanding 
of an intercepted message is strongly encrypted and transmitted in said first message portion 
(column 9: lines 35-50) . 

As per claim 14: 

Yu discloses a method, a fraction said message includes video telephone data and said 
video telephone data is at least partially encrypted and is not decrypted upon receipt unless one 
or more subscribers involved in exchanging the message has agreed to pay for video telephone 
service (column 7: lines 31-44). 

As per claim 15: 

Yu discloses a method, encoding said speech data to produce a coded data set Figure 1 : 
encoded bit stream); 

in step (a), encrypting and transmitting in said first message portion encoding data useful 

in decoding said coded data set (Figure 1 : 111); 
in step (b), selecting and applying said second level of encryption to said coded data set 

to form said second message portion (Figure 12: 1206); 
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decrypting said encoding data upon receipt; and using said encoding data to decode said 
coded data set to obtain said speech data (column 1 1 : lines 5-9). 

As per claim 16: 

Nag discloses a method, wherein said encoding step is performed with a speech codec 
(column 4: lines 55-67). 

As per claim 17: 

Yu discloses a method, wherein said transmitting step includes the step of transmitting 
information indicating which portions of the transmission are encrypted (figure 3: encrypted, 
non-encrypted). 

As per claim 18: 

Yu discloses a method, wherein said first message portion and said second message 
portion are comprised of a plurality of frames (figure 3: encrypted, non-encrypted). 

As per claim 19: 

Yu discloses a method, wherein encrypted frames comprise data indicating a level of 
encryption applied to said encrypted frames (figure 11: 1110). 



As per claim 20: 
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Yu discloses a method, wherein said level indicating data is a frame encryption flag 
(figure 11: 110). 

As per claim 21: 

Yu discloses a method, wherein said message comprises video data and said transmission 
channel comprises a video distribution channel (figure 9). 

As per claim 22: 

Yu discloses a method, wherein said video distribution channel comprises a cable 
television distribution channel (figure 9). 

As per claim 23: 

Yu discloses a method, wherein selecting a plurality of key data elements of said video 
data containing information needed to properly process and display the video 
data; 

in step (a), encrypting and transmitting in said first message portion said key data 

elements (Figure 1 : 111); 
in step (b), selecting and applying said second level of encryption to at least some of said 

video data not designated as key data elements (Figure 12: 1206); 
decrypting said key data elements upon receipt; and using data from said key data 

elements to process and display said video data (column 1 1 : lines 5-9). 
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As per claim 24: 

Yu discloses a method, wherein said key data elements contain I-signal video information 
(column 2: lines 40-45). 

As per claim 42: 

Yu does not explicitly disclose first processing means encrypts said first part of said 
message for transmission, said second processing means uses no encryption for said second part 
of said message, and said output means provides said first message portion to the receiving 
device without decrypting said first message portion, whereby said receiving device can process 
said second part of said message but cannot interpret said first part of said message. Nag, in 
analogous art, however, discloses first processing means encrypts said first part of said message 
for transmission, said second processing means uses no encryption for said second part of said 
message, and said output means provides said first message portion to the receiving device 
without decrypting said first message portion, whereby said receiving device can process said 
second part of said message but cannot interpret said first part of said message (column 6: lines 
39-46). Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to modify the system disclosed by Yu to include first processing 
means encrypts said first part of said message for transmission, said second processing means 
uses no encryption for said second part of said message, and said output means provides said 
first message portion to the receiving device without decrypting said first message portion, 
whereby said receiving device can process said second part of said message but cannot interpret 
said first part of said message. This modification would have been obvious because a person 
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having ordinary skill in the art would have been motivated to do so to provide an apparatus and 
methods for multiplexing and selectively encrypting application flows over a pre-allocated 
bandwidth reservation protocol session as suggested by Nag in (column 2: lines 35-45). 

As per claim 43: 

Yu discloses a system, wherein first processing means encrypts said first part of said 
message for transmission, said second processing means encrypts said second part of said 
message with said second level of encryption less strong than said first level of encryption, and 
said output means comprises means for decrypting said second message portion upon receipt 
(column 6: lines 39-46). 

As per claim 44: 

Yu discloses a system, wherein said output means further comprises means for 
decrypting said first message portion upon receipt (column 7: lines 33-50; lines 63-67; column 8: 
lines 13-25; column 9: lines l-14;lines 22-45; lines 54-67; column 10: lines 1-10; column 11: 
lines 15-22; lines 30-47). 

As per claim 45: 

Yu discloses a system, wherein said first processing means encrypts said first part of said 
message, said second processing means applies no encryption to said second part of said 
message, and said output means includes means for decrypting a first subset of said first message 
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portion and providing to said receiving device said decrypted first subset of said first message 
and a second subset of said first message that is not decrypted (column 6: lines 39-46). 

As per claim 46: 

Yu discloses a system, wherein said first processing means encrypts said first part of said 
message, said second processing means encrypts said second part of said message with said 
second level of encryption less strong than said first level, and said output means includes means 
for decrypting a first subset of said first message portion and providing to said receiving device 
said decrypted first subset of said first message and a second subset of said first message that is 
not decrypted (column 7: lines 33-50; column 7: lines 63-67; column 8: lines 13-25; column 9: 
lines 1-14; column 9: lines 22-45; column 9: lines 54-67; column 10: lines 1-10; column 11: 
lines 15-22; column 11: lines 30-47; figure 11: 1110, 1113, 114; figure 12: 1206; 212 } 
1214J215). 

As per claim 47: 

Yu discloses a system, wherein said output means comprises means for decrypting said 
second message portion upon receipt and providing a resulting decrypted second message 
portion to the receiving device (column 7: lines 33-50; lines 63-67; column 8: lines 13-25; 
column 9: lines l-14;lines 22-45; lines 54-67; column 10: lines 1-10; column 11: lines 15-22; 
lines 30-47). 



As per claim 48: 
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Yu discloses a system, wherein said transmission means comprises means for dividing 
said first message portion and said second message portion into frames alternately transmitting 
frames of said first and second message portions over said at least one transmission channel 
(figure 5: frame #). 

As per claim 49: 

Nag discloses a system, wherein said message comprises speech data and said 
transmission channel comprises a mobile telephone system channel (column 16: lines 35-45). 

As per claim 50: 

Yu discloses a system, wherein a fraction of the speech data sufficient to prevent 
understanding of an intercepted message is encrypted and transmitted in said first message 
portion (column 9: lines 35-50). 

As per claim 51: 

Yu discloses a system, wherein said message includes video telephone data and said 
video telephone data is at least partially encrypted and decrypted upon receipt only if one or 
more subscribers involved in the message exchange is a video telephone service subscriber 
(column 7: lines 31-44). 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. See the notice of reference cited in form PTO-892 for additional prior art 
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